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Enterprise-Grade Threat Protection

Like No Other.

Cloud-delivered network security and Web UNFINITY
filtering that protects any device, anywhere. TECHNOLOGY

Real people Simplifying technology

OpenDNS

Umbrella not only blocks malware, botnets and phishing over any port, protocol or app, but also detects and contains
advanced attacks before they can cause damage. It uses big-data analytics and machine learning to automate
protection against both known and unknown threats. Umbrella stays always up-to-date with no hardware to install, no
software to maintain and no admin intervention required.

Unlike security products that react to known threats and add latency by re-routing every Internet connection
through proxy or VPN gateways, OpenDNS uses predictive intelligence to discover unknown threats and adds no
latency. OpenDNS Global Network handles more than two percent of the world’s Internet requests daily with

100 percent uptime.

Security for the way the world works today

® The move to cloud applications and mobile users
results in erosion of the network perimeter.

¢ Cybercriminals, nation states, and hacktivists are Predictive Secury
sharing infrastructure and code to stage advanced

targeted attacks designed to manipulate or
steal data.

Firewall Appliance

* Umbrella provides security against Internet
threats, advanced attacks, and security breaches Endpoint Antivitus .
everywhere. / N\




Comprehensive Threat Protection

OpenDNS not only blocks malware, botnets and phishing over any port, protocol or app, but also detects and contains
advanced attacks before they can cause damage.

Pinpoint devices infected or users targeted by advanced attacks to reduce the time to remediation.
Not all attacks are equally dangerous. OpenDNS compares your blocked threat requests to our global visibility—so you
can prioritize and reduce response times to sophisticated or targeted attacks.

View new network security activity in real time with globally aggregated reports.
Other solutions limit and fragment your visibility by the activity detected per appliance deployed or per port proxied.
OpenDNS restores loss visibility and control because we aggregate and display global activity in under one minute.

Apply consistent network security and acceptable use policies everywhere based on your needs.

Centralized location-based policy configuration per network, device or user reduces administrative burdens. And
customizable block lists and pages with flexible bypass options enable you to tailor policies to your requirements.
Optionally, filter up to 60 content categories to maintain compliance.

Cloud infrastructure trusted by
enterprises and SMBs worldwide

* |n 2006, our mission was to build the most reliable
DNS service on the planet, and unlike others, we
have always provided operational visibility.

Just visit http://system.opendns.com

® Today, our security uses the same foundation
trusted by over 50 million daily-active users across
160 countries, including 10,000 businesses
and ISPs.

Worldwide Coverage in Minutes

OpenDNS protects devices anywhere and stays always up-to-date with no hardware to install, no software to maintain
and no admin intervention required.

Instantly secure devices—even those you don’t own-across all decentralized networks via clientless DHCP.

Change one setting native to all Internet gateways (e.g. routers, access points) and DHCP does the rest. Optionally, our
Virtual Appliance and Connector components enable you to identify internal networks or Active Directory users infected
or targeted by attacks, without touching devices or re-authenticating users. Both components are updated automatically
without admin intervention or service interruption as soon as a new version is available.

Easily secure devices inside or outside the network perimeter via auto-updated lightweight agents.

Our Roaming Client and Mobile App can be deployed to devices in minutes using Windows GPO, Apple Remote
Desktop or an MDM solution. The client offers command-line installations, and can be run in “head” or “headless”
mode. Both agents are updated automatically without user intervention or reboots as soon as a new version is available.






